Computer Group

‘ Data Destruction Policy

Protecting the integrity of data, for you and your customer

This document provides specific guidance on methods, processes and procedures to ensure no data remains on computer hard drives and
removable media that’s repaired and processed by NCE Computer Group. All drives are treated as “Sensitive Data” as standard. Customers
wishing drives to be treated as “Secure Data” will need this to be made known to NCE and additional charges may occur.

No Data is ever read. The first activity is to format the drive or remove any removable media, followed by the erasal of any client data, this process occurs
as soon as the unit enters the workshops.

Methods and equipment for data destruction on removable media

NCE has a strict policy to ensure that all data on tapes, optical disks & other removable media is destroyed on receipt in the workshops. All magnetic media that jammed in
drives will be removed from the drive, then degaussed* and finally physically destroyed. Any optical media such as CD's & DVD's will be physically destroyed. MO media will
be treated as magnetic media.

Any removable media that is required to be returned to customers must be advised in writing prior to shipping to NCE and must be clearly marked on any incoming
paperwork.

* Further information on degaussing methods can be found in text of the Hard Drive section found below.

Methods and equipment used for hard drive sanitisation and clearing

Overwriting is the process of replacing information (data) with meaningless data in such a way that meaningful information cannot be recovered from a hard drive. Overwriting
Software will be used to overwrite hard drives.

NCE use a software product called Disk-Purge which is manufactured by Tabernus. Disk-Purge Declassification software is DES/DOD endorsed for completely and thoroughly
sanitising any hard drive device to the following standards. DOD 5200.28, NCSC-TG-025, AFSSI 5020, OPNAV 5510 and AR-380-19.

Degaussing (i.e., demagnetizing) is a procedure that reduces the magnetic flux of a medium to virtual zero by applying a reverse magnetizing field. Properly applied, degaussing
renders any previously stored data on magnetic media unreadable. This should be used as a last resort, as it renders the hard drive unusable.

NCE use the Verity Systems SV9 M degausser which has been approved by the UK Government and meets the specified requirements of SEAP (Security Equipment Assessment
Panel) for the secure erasure and destruction of information and data stored on magnetic media up to TOP SECRET level. Also meets German security approval DIN33858.
Destruction of a hard drive is the process of physically damaging a medium so that it is not usable in a computer and so that no known exploitation method can retrieve data
from it.

Clearing data (deleting files) removes information from storage media in a manner that renders it unreadable unless special

utility software or techniques are used to recover the cleared data. However, because the clearing process does not 1SO 9001 AND 14001 REGISTERED FIRM
prevent data from being recovered by technical means, it is the least secure method of sanitising hard disk storage media.
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